TEXHUYECKOE 3AJIAHUE HA 3AKYIIKY YCJYT (HA OCHOBE CEPBUC-KOHTPAKTA)

Oxkazanne ycayr MmoHuTopuHTa coobITaii SOC (Security
Operations Center - yeHmp MOHUMOPUH2A U PeaSUPOBAHU HA

HANMMEHOBAHMUE 3AKVYIIA UHYUOEeHMbL UHGOPMAYUOHHOU be30nacHoCmiL)
Ne | IlepeyeHb OCHOBHBIX JAHHBIX H
. OcHoBHBbIE JaHHbIE U TPeOOBaHUS
n/nm | TpedoBaHumii
1 | MecTo oKa3zaHus yciayr I'maBHbIid 0uc B T. buikek
I'paduk 1x2 (5 cymku uepes 0goe)
2 | Pexxum paboTs 1 cmena: 15 gacos;
Oduc r. bumkek Uopanmosa 24/1
3 | Ununmarop 3asiBKu Otnen uHpOpMaMOHHON 0€30IaCHOCTH
Cpok oka3zaHus ycayr (narta
3P yemyr ( 28.08.2026 - 28.08.2027
Hayana ¥ OKOHYAHUS)
Yciyru 1o MOHUTOPYHTY M PearupoBaHUI0 Ha HHIIUICHTHI
4 | Buabl oka3bIBaeMBIX yCIYT .
uHpopMaimonHoi oeszomnacuoctu (SOC-pyHKIMH)
Cpeonee npogheccuonanvroe obpasosanue
O06pa3oBanue: 6 obacmu UHGOPMAYUOHHBIX MEXHOLO2U
UU UHPOPMAYUOHHOU De30nacHocmu
Onvim pabomul Uiy CMANCUPOBKA 8
o0bacmu UHGOPMAYUOHHBIX MEXHOA02UL,
OmneIT paboTHl 1O popaay .
AOMUHUCMPUPOBAHUE cemell U
npoduIo
paspabomxka 110, 6 mom yuche
Henocpeocmeento 6 SOC
5 KeanuurkannoHHbie TpeOOBaHMS Ceprudukarsl, ABISIOIMECS
K CEPBUC-KOHTPAKTHUKY HpEUMYIIECTBOM:
Cisco CCNA / CCNP
Hanuuue

paspemutenbHbIX | CompTIA Security+

JIOKyMEHTOB
(eciu ISO/IEC 27001 Foundation / Lead
IPHMEHNMO) Implementer / Lead Auditor

Cepmucghuxamul no MOHUMOPUH2Y,
PAccaedosanuto UHYUOEHMOo8 u pabome ¢
SIEM




3HaHne Word OTiaHO
KOMITBIOTEPA
Excel OTan4Ho
Outlook OTimaHO
3HaHUE SI3bIKOB Keipreizckuit Otan4Ho
Pycckuii OTanaHo
AHramiickui Cpennee
3HaHue [Tonumanue
CIICIATTBHBIX OCHOBHBIX TaKTHK
mporpaMm 1 TEXHUK
MITRE ATT&CK
snoymeiuieHHrKo | /Cyber KillChain.
B
IIpodeccrnonanbHbie HABBIKA . :
BasoBoe Active Directory
TIOHUMAHHE (MexaHU3MBI
TIpHHIHIIOB ayTeHTU(UKAIUH,
paboThI aTaKu)
3HaHue u
MMOHUMaHUE OSI
ThI TEBBIX .
pabo cere u/vunu tep/ip
MTPOTOKOJIOB
SIEM,
3HaHue u
MOHUMaHue PAM,
paboTsI ' .
Endpoint Security
YmMmenne  uutaTh | Pazbop u
Jior (haititer KOPPEJISIIHS JIOTOB
3HaHue u
[IOHUMAaHUuE nmaT4y-MCHCIPKMCHT,
YIIpABIICHHS CKaHUPOBaHUC

YA3BUMOCTAMU

yA3BUMOCTEN U




MIPUOPHUTH3ALINS
PHUCKOB

JInyHble xayecTBa

BHuMaTenpHOCTE K JETaNSIM;
OTBETCTBEHHOCTD;
KoMMyHHKa0eNnbHOCTh U YMEHUE padOTaTh B KOMaHJIE.

CTpeccoycTOMYMBOCTh M CIIOCOOHOCTH paboTaTh B YCIOBHUSIX
MHOT'033[a9HOCTH;

AHanuTr4ecKkuil ckiax yMma, OpUEHTUPOBAHHOCTD Ha PE3yNbTaT;

Bricokmii ypoBeHb caMOOpraHU3allid W CHOCOOHOCTH K
MMPUHATHUIO CAMOCTOATCIIbHBIX pGHIeHHP'I;

['ubkocTEL 1 aIallTUBHOCTH K UBMCHAIOIIUMCH YCIIOBUAM

Br16paTh oguH U3 METOIOB OIICHKH:

- HHTCPBBIOMPOBAHMC.

KOHTpOJ’IB 1 OTYCTHOCTH

Oﬁmne nmoJioskenust. Microanurens 00s3aH OKa3bIBaTh yciayru
B CTpOromMm COOTBCTCTBHH (¢ YCIIOBUAMHA HaCTOAIICTO
TexHIYECKOTO 3aJlaHuA, ﬂeﬁCTBYIOHlHMH HOPMATHBHBIMHA
JOKYMCHTaMH, CTaHaapTaMnu KOMHaHI/II/I, a TaKXEC
TpG6OBaHI/I${MI/I TCXHHUKHU 6630HaCHOCTI/I, HpOMLIH.IJ'IeHHOI?I n
9KOJIOTMYECKOI OC30IMaCHOCTH.

KonTpoas co croponsl 3aka3unka. KoHTponb 3a ka4ecTBOM U
00BbeMOM OKa3bIBaEMBbIX yCIyr OCYILECTBIISIETCS
npescTaBuTeneM 3aka3zyuka (YIOJTHOMOYEHHBIM COTPYIHUKOM
NoJpa3aeNCHHs).

IpencraButens 3aka3uMKa BIpaBe MPOBOIUTH BHIOOPOUHBIE
WM peryJisipHble IPOBEPKH XOa U pe3yJIbTaToB PadoOT, a TaKxKe
3aIpammrBaTh Pa3bsICHEHNS U KOPPEKTUPOBKH. Bce BhIABIEHHBIE
3aMeuyaHus MOoANeXaT ycTpaHeHuto Vcmonmnurenem B
COIJIaCOBaHHBIE CPOKHU O€3 IOTOIHUTEIBHOM OIJIaThI.

- JeranusupoBaHHbld 0T4€T MHUUAEHTOB b mo okoHuyaHUio
CMEHBI;

- Exemecsaunsblif 0TYET 0 TpoesiaHHOM padoTe.

Kpurepun mnpuemku: VYCIyrd CUHUTAIOTCS OKa3aHHBIMU
HaJJIeKaIIM 00pa3oM MpH YCIOBUU:




OTCYTCTBHSI 0OOCHOBAHHBIX ITPETEH3UIA CO CTOPOHBI 3aKa3uuKa,
NpPEJOCTaBleHNUs BCEH MPEAYCMOTPEHHON OTYETHOCTH (IIpH
Hammunn). IlpmeMka ocymiecTBisieTcss Ha OCHOBAaHWHM aKTa
OKa3aHHBIX YCIYT, TOJIMMCHIBAEMOT0 00EMMHU CTOPOHAMH.

OTBeTCTBEHHOCTHL 32 Ka4ecTBO. Hcnonuurens HeceT
OTBETCTBEHHOCTh 3a Ka4eCTBO u JIOCTOBEPHOCTD
MPEIOCTaBIIEHHBIX YCIIYT U HHPOpManun. B cirydae BbISBICHUS
HapyIICHUH, TOBJIEKIINX 3a co0oi ymep6, Kommanus Brmpase
MPUMEHUTh MEpPBI, TPEAYCMOTPCHHBIC YCIOBUSMH CEPBUC-
KOHTpaKTa.

P€3}/J]I)TaTOM OKa3aHus yciayr SIBJISACTCA HaJJICKaIee
BBITIOJTHCHUEC BCEX 3aja4, YKa3aHHbIX B HaCTOAIIEM

9 | Pesynprar okazaHus yciyr TEXHUYECKOM 33/IaHUH, C MIPETOCTABICHUEM COOTBETCTBYOIICH
I[OKYMCHTEI]_[I/H/I, OTYCTHOCTHU U no,uTBepxmanumx MaTCpI/IaJ'IOB B
YCTaHOBJICHHBIE CPOKH.
Mertoauka pacuera CTOUMOCTH .
10 3a 1 kanmeHgapHbIA Mecs

yCIIyTH

11

KonunuectBo Tpedyemoro
KOJIN4YECTBO CEpPBHC-
KOHTPaKTHHUKOB

1 equaUIa




